The Ultimate Open Source Web Server Installation
Part 1

September 30th, 2008

In this tutorial, I'm going to walk you through the process of setting up your own web server using the best
open source software available. Whether you’re hosting the server yourself or configuring your own “slice” at
Slicehost, knowledge of how your web server functions is vital and there’s no better way to learn about your
web server than installing and configuring it yourself. In this tutorial, we’ll be building a web server using
Ubuntu 8.04.1 as our operating system. We'll spend Part I installing Ubuntu and setting up SSH for remote login
as well as configuring a simple firewall. In Part II, we’ll install our web server technologies and server-side
programming languages along with other little tools that will come in handy. Some of these include NGINX, a
powerful and simple web server, Ruby, PHP, and MySQL, Subversion, SQLite3, and PHPMyAdmin. In Part III
we’ll go into detail about installing popular frameworks and content management systems like Ruby on Rails,
Wordpress, and Joomla!.

For this installation, I'm using the latest release of the Ubuntu Server v8.04.1. I downloaded the full disc iso
from the Ubuntu site and burned it to a cd. Go ahead and pop that into the server’s cd-rom and let’s get started!

I'm going to walk you through the process with the settings that I chose for my server setup. I am not a Linux
guru or a web server guru. I don’t have a 100% understanding of how everything works but I've gathered
enough info on the web to figure out how I need to customize the installation according to my needs. This post
is compiled of steps and configurations that I've found on the internet. I wanted to have a consolidated
instruction manual so I'm writing this tutorial to help anyone who’s in the same boat as me.

DISCLAIMER: Follow these instructions at your own risk. Though these steps have worked for me, 1
can not take responsibility for anything that goes wrong on your end. That takes care of the legal issue -
let’s get started !

When the installation process starts choose English




Language

grabic Hinci Fortugués
Eenapyckas Hrvatski Romana
ErArapcKn Maguarul PyCCKNA
Bengall Bahasa Indonesia Samegillil
Bosanski Italiano Slovencing
Catald B2 Slovenitina
Cesting Jobmmn shoip
Dansk khmer avenska
Deutsch Tkto] Tamil
Dzongkha Kurdi Thai
EAAnLILED Lietuviskal Tagalog

. English | Latviski Turkce
Esperanto MaKkeaoHCKN YiKpalHCbKE
Espafiol Malayalam Tigng Widgt
Eesti Morsk bokmal Walof
Euskaraz Nepali chaz i 5] 1)
Suomi Nederlands AT (B
Francals Morsk nynorsk
Galego Funjabl (Gurmukhi)
Gujarati Folski
Hebrew Fortugués do Brasil
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Select “Install Ubuntu Server

Select English (if you speak english - which I gather you do if you're reading this)




I selected “United States”

Choose your keyboard layout (I chose to skip this step and I chose "USA” in the following windows)







{ [T Ubuntu installer main menu |

There are more than one keyboard layouts with the origin you
selected. Please select the layout matching your keyhoard.

kKeubhoard lauout:

UsAa - Alternative international (former us_intl)
USA - Classic Dworak

USAa Colemak

USA Dvorak international

UsA Dvorak

USA - Group togele on multiplysdivide key
USA - International (ALtGr dead keys)

UsA - International (with dead keys)

USA - Left handed Dworak

UsA Macintosh

UsA - Right handed Dwvorak

USA - Russian phonetic

USA = Hith EUPDEiin on 5

<G0 Back:

Type in a hostname for the server. I chose to enter “"Ubuntu” but you can name this whatever you'd like.

[T Configure the netuwork
Please enter the hostname for this system.

The hostname is a single word that identifies your system to the
network. If you don't know what your hostname should be, consult your
network administrator. If you are setiing up your own home network,
you can make something up here.

Hostname:

<Go Back:> <Continues

Select your time zone.

[!] Configure the clock

Select your time zone:

Central
Mountain
FPacific
Alaska

Hawaii
Arizona

East Indiana
Samoa

<G0 Back:




Disk Partition: I chose to “Guided - use entire disk” because I want to use the entire disk.

[Il] Paprtition disks |

The installer can guide you tThrough partitioning a disk (using
different standard schemes) or, if you prefer, you can do 1t
manually. With guided partitioning you will still hawve & chance later
to review and customise the results.

It you choose guided partitioning for an entire disk, you will next
be asked which disk should be used.

Partitioning method:
Gulded - uwse entire disk
Guilded - use entire disk and set up LWM
Guided - use entire dizk and set up encrypted LWM
ManLal

<G0 Back:

Hit enter to confirm.

[II] Partition disks |

Mogte that all data on the disk you select will be erased, bui not
before you have confirmed that you really want to make the changes.

Select disk to partition:
S05T8 (0,0,0) (=da) - 8.6 GBE YWMware, YWMuare Yirtual 5

<G00 Back:

Write changes to disk: Select “Yes” to confirm.

[11] Partition disks |

It you continue, the changes listed below will be writien to the
disks. Otherwise, you will be able to make further changes manually.

HARMING: This will destroy all data on any partitions you hauve
removed as well as on the partitions that are g2oing to be formatted.

The partition tables of the following dewices are changed:
SCEI3 (0,0,07 (=sda)

The following partitions are g2oing to be formatted:
partition #1 of SCEIZ (0,0,0) (sda) as ext3
partition #5 of SCEIZ (0,0,0) (sda) as swap

HWrite the changes to disks?

<Go Back?>

Depending on your system this process could take a few minutes




Installing the hase system |

Unpacking reguired packages...

Now we just setup our user and passwords.

[L1) Set up users and passwords

8 user account will be created for you to use instead of the root
account for non-administrative activities.

Flease enter the real name of this user. This information will be
used for instance as default origin for emails sent by this user as
well as any program which displaus or uses the user's real name. Your
full name iz a reasonable choice.

name for the new user:

1 Sanchez

<Go Back: <Continues

| [11] Set up users and passuords |

select a username for the new account. Your first name is a
reasonahle choice. The username should start with a lower-case
letter, which can he followed by any combination of numbers and more
lower-case letters.

Ugername for your account:

administrator

<Go Backs <Continues

[L1T 86t up users and passwords

A good password will contain a mixture of letters, numbers and
punctuation and should be changed at regular interwals.

Choose a password for the new user:

<Go Back: <Continues




I [L1] Set up users and passuwords i

Please enter the same user password again to verify you have tuped it
correctly.

Re-enter password to verify:

<Go Back: <Continues

Leave HTTP Proxy blank.

[I] Configure the package manager

If you need to use a HTTP proxy to access the outside world, enter
the prosy information here. Otherwise, leave this blank.

The proxy information should be given in the standard form of
“"hitp:s s [luser] [:passl@lhost [:port] /",

HTTF proxy information (blank for none):

<Go Back:

We'll just skip the step of installing software since we’ll be doing this ourselves later.

| Select and install software

Preparing to confizure update-manazer—core

Once the installation is complete, remove the disc and hit continue. The system will restart automatically and
you will be brought to the command prompt.

[11] Finish the installation

Installation comglete
Installation is complete, so it is time to boot into Jour new sustem.
Make sure to remove the installation medis (CO-ROM, floppies), so
that you boot into the new system rather than restarting the

installation.

<G0 Back: Continues

When the installation is complete

take the cd rom out of your drive and hit continue. The computer will restart automatically. You will then be
brought to the command prompt.

Updating The Server



Before we start installing anything, let’s make sure our system is up to date. Use the following to bring your
system up to date. (some of these settings are country specific)

sudo aptitude update

sudo locale-gen en_US.UTF-8

sudo /usr/sbin/update-locale LANG=en_US.UTF-8
sudo aptitude safe-upgrade

sudo aptitude full-upgrade

sudo aptitude install build-essential

SSH

In most cases, you'll be accessing the server from a different computer. Let’s install ssh so we can login
remotely and securely.

sudo apt-get install ssh

Once that is complete, we'll need to know the server’s IP address. If you don’t know the address, simply type
the following.

ifconfig

Look for the “inet addr:”

administrator@Ubuntu:~$ ifconfig

ethO  Link encap:Ethernet HWaddr 00:00:00:00:0 0:00
inet addr:172.0.0.1 Bcast:172.0.0.255 Mask:255.25 5.255.255
inet6 addr; 1234::123:1234:1234:1234/12 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1435 Metric:2

RX packets:45000 errors:0 dropped:0 overruns:0 fram e:0
TX packets:25002 errors:0 dropped:0 overruns:0 carr ier:0
collisions:0 txqueuelen:1010

RX bytes:47228865 (45.0 MB) TX bytes:1441993 (1.2 MB)

This is the IP address (your’s might be different). Write this down, we'll need it to login in a little bit.

inet addr:172.0.0.1
Login
On another machine, open up terminal and type the following.

ssh your-username@server-ip-address

You might get a message that says

The authenticity of host '172.0.0.1 (172.0.0.1)' ca n't be established.
RSA Kkey fingerprint is **; ¥ sk ko ok ok sk ok bk ok ok ok ok ok k|
Are you sure you want to continue connecting (yes/n 0)?

Type ‘yes’. You'll get a response similar to the following.



Warning: Permanently added '172.0.0.1' (RSA) to the list of known hosts.

Enter the user’s password. You should now be presented with a new name at the prompt like this.

your-username@server-name:~$

Now let’s copy the ssh key over to the server. On your LOCAL computer type:

scp ~/.sshfid_rsa.pub administrator@172.0.0.01:/hom e/administrator/

Now on your SERVER type:

mkdir /home/your-username/.ssh

mv /home/administrator/id_rsa.pub /home/administrat or/.ssh/authorized_keys
chown -R administrator:administrator /home/administ rator/.ssh

chmod 700 /home/administrator/.ssh

chmod 600 /home/administrator/.ssh/authorized_keys

Now we’ll open up the ssh file and tweak some settings.

sudo pico /etc/ssh/sshd_config

look for the following items and change them so they each look like this

Port 8912 # <--- you can change this to what ever port number you'd like

Protocol 2

PermitRootLogin no

PasswordAuthentication yes # <-- set to no if you a re just using one computer to connect to the
server

X11Forwarding no

UsePAM no

UseDNS no

AllowUsers administrator # <-- your username

Save the file by hitting ctrl-x and 'y’ and enter.

Security

Again, before we do anything else, let’s lockdown our server with a simple but effective firewall. Please note:
that this is just a simple firewall - be responsible enough to strengthen it according to your needs.

sudo -s
iptables-save > /etc/iptables.up.rules

nano /etc/iptables.test.rules

Copy and paste the following into the new file

*filter

# Allows all loopback (l00) traffic and drop all t raffic to 127/8 that doesn't use 100
-A INPUT -ilo -j ACCEPT
-A INPUT -i!lo-d 127.0.0.0/8 -j REJECT
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# Accepts all established inbound connections
-A INPUT -m state --state ESTABLISHED,RELATED -j AC CEPT

# Allows all outbound traffic
# You can modify this to only allow certain traffi c
-A OUTPUT -j ACCEPT

# Allows HTTP and HTTPS connections from anywhere ( the normal ports for websites)
-A INPUT -p tcp --dport 80 -j ACCEPT

-A INPUT -p tcp --dport 443 -j ACCEPT

-A INPUT -p tcp --dport 21 -j ACCEPT

# Allows SSH connections

#

# THE -dport NUMBER IS THE SAME ONE YOU SETUPINT HE SSHD_CONFIG FILE
#

# CHANGE THE FOLLOWING PORT NUMBER TO THE ONE YOU EIOSE

-A INPUT -p tcp -m state --state NEW --dport 8912 - jACCEPT

# Allow ping

-A INPUT -p icmp -m icmp --icmp-type 8 -j ACCEPT

# log iptables denied calls
-A INPUT -m limit --limit 5/min -j LOG --log-prefix "iptables denied: " --log-level 7

# Reject all other inbound - default deny unless ex plicitly allowed policy
-A INPUT -j REJECT
-A FORWARD -j REJECT

COMMIT
Then
iptables-restore < /etc/iptables.test.rules

iptables-save > /etc/iptables.up.rules

nano /etc/network/interfaces
Add a line just after ‘iface lo inet loopback’:
auto lo

iface lo inet loopback
pre-up iptables-restore < /etc/iptables.up.rules

# The primary network interface

Save the file and then type:

/etc/init.d/ssh reload

Open a new tab in the terminal and try to connect to your server using this pattern:

ssh -p 8912 your-username@server-address

If you can’t login, something went wrong. I can’t provide too much information now for fixing the problem other
than repeating the steps and googling it.

Review

Let’s review of what we did just now. We:
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Installed Ubuntu Server

Updated the system

Installed and Configured SSH
Setup a small and workable firewall

In the next article, we’ll finally install all of the software I've been promising!

* If there are any mistakes in what you’ve read so far - please leave a comment and I'll see if I can update the
post for future readers. Thanks!!
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